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David Bos, Esq. 

Office of the Federal Public Defender 
625 Indiana Avenue, NW 
Washington, DC 20004 



LED 

juk 2 8 2006 

NANCYMAVER«HnT|K- ClERK 



Re: United States v. David Webb 



Case No. 06-87 (EGS) 



Dear Mr. Bos: 



This letter confirms the 
the United States Attorney for t 
Government 1 ' or "this Office"). 
please have your client execute 
executed document, this letter 
follows: 



agreement between your client, David Webb 
he District of Columbia (hereinafter also referre 
If your client accepts the terms and conditions 
this document in the space provided below 
11 become the plea agreement. The terms 



v/i 



David Webb's Obligations. Acknowledgments and Waivers 



cl lent 



1. Your client, David \\ 
Superceding Information. Coun 
Transporting or Shipping Material 
2252A(a)(l) and 2256. Your 
this offense carries a minimum 
years imprisonment. Your clienjt 
of the Superceding Information, 
Child Pornography, in violation 
that pursuant to 18 United State^ 
of 10 years imprisonment. In 
felony conviction to the Clerk 
prior to the date of sentencing 
according to 18 U.S.C. Sections 



01 



oftte 



ebb, agrees to admit guilt and enter a plea of gi 



One of the Superceding Information charges y^ur client with 

18 U.S.C. § 



DISTRICT COURT 



arid 



the Office of 
I to as "the 
f this olTcw 
Ufcon receipt of the 
offer are as 



lty to a 



Involving Child Pornography, in violation of 
understands that pursuant to 18 United Stat >s Code § 2252A, 
Sentence of 5 years imprisonment and a maximum sentence of 20 
agrees to waive venue and enter a plea of guilty to Count Two 
which charges your client with Possession of N 
of 18 U.S.C. § 2252A(a)(5) and 2256. Your client understands 
Code § 2252A(b)(2), this offense carries a maximum sentence 
addition, your client agrees to pay a special assess 
the United States District Court for the District 
Your client further understands that he will be sentenced 
3553(a) and 3553(c) through (0, upon consideration of the 



ment ofSlOO per 
of Columbia 
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hich 



United States Sentencing Guidelines Manual ("Sentencing Guidelines"), w 
determine your client's guidel ine range. Your client also understands that 
Section 3571 and Section 5E] .2 of the Sentencing Guidelines, the Court may 
that is sufficient to pay the federal government the costs of any imprisonment 



release and period of probation. 



will apply to 
pursuant to 18 U.S.C. 
also impose a fine 
term of supervised , 



2. The Government agrees that it will not seek an upward departure fr >m the otherwise 
applicable guideline range established by the Sentencing Guidelines. Your elk nt understands and 
acknowledges that the terms of this paragraph apply only to conduct that occui red prior to the 
execution of this agreement. Should your client commit any conduct after the date of this 
agreement that would form the basis for an increase in your client's base offer se level or justify 
an upward departure (examples of which include but are not limited to, obstruction of justice, 
failure to appear for a court proceeding, criminal conduct while pending senter cing, and false 
statements to law enforcement agents, the probation officer or Court), the Government is free 
under this agreement to seek an increase in the base offense level based on that post-agreement 
conduct. Moreover, your client agrees that had this matter gone to trial, the government would 



have been able to prove the facjs in the attached proffer by clear and competenl 
a reasonable doubt. 



evidence beyond 



3. In addition, your clieit agrees to waive his interest in and not to contest the 
administrative forfeiture of the following property: Compaq Presario CPU seri2l number 
2H06DCV9X2AX, Polaroid Digital Camera Model PDC 640 with serial number NC082036, 
Video Web Cameras, Sony CPU Model PC V-MXS 1 (serial number unknown , IBM CPU 
Aptiva CPU (serial number unkiown), Westwell wireless router with serial number 
05B41 21 14099, hard drive with serial number 673883235544, hard drive with aerial number 
1 1S46H3432Z1MYSAFM9710, hard drive with serial number W1032CVS, Quantum Fireball 
hard drive with serial number 23 480 1034426 YNPXX, hard drive with serial number 85G8658, 
IBM hard drive with serial number 29H7191 , Quantum Pro Drive LPS with serial number 
35020305391 7, Connor hard drive with serial number 4001 1 8HD05060088, Senate Vio hard 
drive with serial number 7EG23617, IBM hard drive with serial number 00K03(»9, IBM hard 
drive hard drive with serial number 84G3474, 3.5 inch floppy discs, compact discs, System 800 
35mm disposable camera, Quantum Fireball hard drive with serial number 6738 3323544, Maxtor 
hard drive with serial number W1032CVS, 1MB PMDM6495 hard drive with se-ial number 
46H3432. Your client acknowledges and agrees that the Government reserves its right to bring 
civil actions, if necessary, in any jurisdiction for the forfeiture of any of your client's assets, real 
or personal, that are subject to forfeiture pursuant to any federal statute. 



4. Your client agrees and 



will acknowledge that, pursuant to Section 1B1 
Sentencing Guidelines, your client: 1) transmitted nine images of child pomogra] 
Virginia to Dulles, Virginia, on Jiinuary 25, 2006, one of which was identified by 

Children as a known juvenile victim; 2) transmitted 
images of child pornography from West Virginia to the District of Columbia on 
2006, eight of which were identified by the National Center for Missing and Exploited 



.3 of the 
hy from West 
the National 
seventy 
Ijebruary 16, 

Children 
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as known juvenile victims; and 3) transmitted seventeen images of child pornography from West 
Virginia to the District of Cohmbia on February 1 9, 2006, one of which was identified by the 
National Center for Missing and Exploited Children as a known juvenile victim. Your client also 
agrees and will acknowledge that your client possessed in West Virginia at least 1 50, but less 
than 300, still images of child pornography, 96 of which were identified by th ? National Center 
for Missing and Exploited Children as a known juvenile victims, and one vide o which contained 
known juvenile victims. 

5. Your client acknowledges that the Government will request that yoi^r client be held 
without bond pending sentencing. 



waive certain 
statute, including: 



6. In entering this plea of guilty, your client understands and agrees to 
rights afforded to your client by the Constitution of the United States and/or b) 
the right against self-incriminai ion with respect to the offense(s) to which youi client is pleading 
guilty; the right to an indictment; the right to be tried by a jury ,or by a judge sitting without a 
jury; the right to be assisted by an attorney at trial; and the right to confront anc cross-examine 
witnesses. Your client further agrees that the District Judge should make any S entencing 
Guidelines determinations. 

7. Your client understands that the sentence in this case will be impose I in accordance 



with 18 U.S.C. Sections 3553(a 



) and 3553(c) through (0, upon consideration o: 



Sentencing Commission's Guidelines Manual . Your client further understands 



to be imposed is a matter solely 
that the Court is not obligated to 
sentencing. 



within the discretion of the Court. Your client 
follow any recommendation of the Govemmer 



the United States 
hat the sentence 
icknowledges 
t at the time of 



8. If in this plea agreement the Government has agreed to recommend or refrain from 
recommending to the Court a particular resolution of any sentencing issue, the Government 
reserves its right to full allocution in any post-sentence litigation in order to defend the Court's 
ultimate decision on such issues! Your client further understands that the Government retains its 
full right of allocution in connec tion with any post-sentence motion which may be filed in this 
matter and/or any proceeding(s) oefore the Bureau of Prisons. In addition, your :lient 
acknowledges that the Government is not obligated and does not intend to file any downward 
departure sentencing motion under Section 5K1.1 of the Sentencing Guidelines, 18 U.S.C. 
Section 3553(e), or any post-sentence downward departure motion in this case pursuant to Rule 
35(b) of the Federal Rules of Criminal Procedure. 

9. Your client understands and agrees that your client will not be allowed to move to 
withdraw the guilty plea entered under this agreement solely because of the harsl ness of the 
sentence imposed. Such a motion to withdraw shall constitute a breach of this agreement 
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1 0. The Government agrees that the base offense level for the crimes 
is pleading guilty should be decreased by three levels based upon your client's 
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o which your client 
acceptance of 



responsibility and will file a motion with the Court, pursuant to Section 3E1 .1 provided that 
your client cooperates and is truthful and candid during the pre-sentence inves jgation, and does 
not attempt to obstruct justice, deceive, withhold, or otherwise mislead any lav enforcement 
agent, the Court, the Probation Office or the Government concerning any issue relevant to the 
imposition of sentence. Your client agrees not to seek any decreases in your c ient's base offense 
level other than those which are agreed to by the Government in this paragraph . Your client 
further agrees not to seek a downward departure for any reason from the otherwise applicable 
guideline range established by the Sentencing Guidelines. Your client understands and 
acknowledges that the position of the Government with respect to your client's base offense 
level, like any other recommendation made by the United States Attorney's Office at the lime of 
sentencing, is not binding on the Probation Office or the Court, neither of which are parlies to 
this agreement. Your client understands and acknowledges that the failure of tie Court lo 
sentence your client in accordance with the terms of this paragraph shall not be : 
client to withdraw his/her the p !ea of guilty in this case. 



1 1 . The Government agrees to dismiss the remaining count in the pend 



grounds for your 



ng indictment, 



which charges your client with Transporting or Shipping Material Involving Child Pornography, 
in violation of 18 U.S.C. § 225ZA(a)(l) and 2256. The Government also agree ; that it will not 
prosecute your client for Transporting or Shipping Material Involving Child Pornography into the 



Eastern District of Virginia on January 25, 2006. This agreement does not prec 
prosecution of your client for any crimes which are not specifically addressed ir 



General Conditions 



12. This letter sets forth 



ani 



the entire understanding between the parties 
complete plea agreement between your client and the United States Attorney's Office 
District of Columbia. This agreement supersedes all prior understandings, proir 
or conditions, if any, between th s Office and your client. 



ude later 

this agreement. 



constitutes the 

for the 
lses, agreements, 



13. This agreement only oinds the United States Attorneys Office for thq District of 
Columbia, the United Slates Attorney's Office for the Northern District of West 
United States Attorney's Office lor the Eastern District of Virginia. It does not Aind any other 
United States Attorney's Office cr any other office or agency of the United States Government, 
including, but not limited to, the Tax Division of the United States Department c f Justice, the 
Internal Revenue Service of the United States Department of the Treasury; or an 
prosecutor. These individuals and agencies remain free to prosecute your client 
offense(s) committed within their respective jurisdictions. 



Virginia, and the 



? state or local 
or any 



14. There are no other agreements, promises, understandings or undertakings between 
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your client and this Office. Your client understands and acknowledges that there can be no valid 
addition or alteration to this ; 
Court or made in a writing ; 



i agreement unless the modification is made on the 
1 by all of the parties 



sigied 



Sincerely yours, 



I^jja^Wa J p^okt/t 



record in open 



cc: 



KENNETH L. WAINSTEIN 
UNITED STATES ATTORNEY 

— - ■ * ' A ■ — 7 
• Catherine K. Connelly ' 

Assistant United States Attorney 





G&O 



Shawn Morgan 

Assistant United States Attorney 

Northern District of We^t Virginia 

Jerry Smagala 

Assistant United States Attorney 

Eastern District of Virginia 
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D EFENDANT'S ACCEPTANCE 



I have read this plea agreement 
Esquire. I fully understand this 
voluntarily and of my own free 
me nor am I under the influence 
agreement fully. I am pleading 
paragraph one. 



and have discussed it with my attorney, 
agreement and agree to it without reservation, 
will, intending to be legally bound. No threats 
of anything that could impede my ability to understand 
guilty because I am in fact guilty of the offense(s) 



I reaffirm that absolutely 
been made or entered into in connection 
this plea agreement. I am satisf ed 
with this plea agreement and matters 



Date: &/f*£>£ 



AT 



Date: 6 ' A$*b(> 



3avid Bos, 
do this 

lave been made to 
this 
identified in 



no promises, agreements, understandings, or 
with my decision to plead guilty excep 
with the legal services provided by my attorney 
related to it. 



i?**s*6r 



David Webb 
Defendant 



TORNEY'S ACKNOWLEDGMENT 



conditions have 
those set forth in 
in connection 



them with my 



I have read each of the p;iges constituting this plea agreement, reviewed 
client, and discussed the provisions of the agreement with my client, fully. Theie pages 
accurately and completely sets forth the entire plea agreement. I concur in my c 
plead guilty as set forth in this agreement. 



dJ)o.f^ 



David Bos, Esquire 
Attorney for the Defendant 



ient's desire to 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 



UNITED STATES OF AMERICA 


- 


CRIMINAL NO. 06-87 (EGS) 


v. 


• 


Fiim 


DAVID WEBB 


' : 


"-MSif-m 






GOVERNMENT'S SUBMISSION TO THE COURT IN PREPARATION FOR 
THE UPCOMING PLEA HEARING 

The United States, by and through its attorney, the United States Attorney for the District 

of Columbia* hereby submits the following in preparation for a plea hearing in the instant case. 

L ELEMENTS OF THE OFFENSE: 

A. The essential elements of the offense of Transporting or Shipping Material 
Involving Child Pornography, in violation of 18.U.S.C. § 2252A(a)(l) and 2256 
are: 

i. That the Defendant knowingly transported, shipped, or mailed, 

including by computer, in interstate or foreign commerce, an item or 

items of child pornography, and 
ii. That at the time of such transportation, shipment, or mailing, including 

by computer, the Defendant believed that such items constituted or 

contained child pornography. 

B, The essential elements of the offense of Possession of Material Involving Child 
Pornography, in violation of 18 U.S.C. § 2252A(a)(5) and 2256 are: 

i. That the Defendant knowingly received or possessed an item or items of 

1 
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child pornography, and 

ii. That such item[s] of child pornography had been transported, shipped* or 
mailed in interstate or foreign commerce, including by computer. 
C. Definitions: 

i. The term child pornography means any visual depiction including any 

photograph, film, video, picture, or cpmputer or computer generated image 
or picture, whether made or produced by electronic, mechanical, or other 
means, of sexually explicit conduct where the production of such visual 
depiction involves the use of a minor engaging in sexually explicit conduct 
or such visual depiction has been created, adapted, or modified to appear 
tiiat an identifiable minor is engaging in sexually explicit conduct 

ii The term minor means any person under the age of eighteen (18) years. 

iii. The term identifiable minor means a person who was a minor at the time 
the visual depiction was created, adapted, or modified or whose image as a 
minor was used in creating, adapting or modifying the visual depiction and 
who is recognizable as an actual person by the person's face, likeness y ;or 
other distinguishing characteristic, such as a unique birthmark or other; 
recognizable feature; provided that the Government is not required to 
prove the actual identity of the identifiable minor. 

iv. The term visual depiction includes undeveloped film and videotape, and 
data stored on computer disk or by electronic means which is capable:of 
conversion into a visual image. 



4- 



/ 
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IL COPY QF THE PLEA AGREEMENT- 

A copy of the plea agreement, not yet executed by the defendant, is attached, 
in. PENALTIES: . 

A Pursuant to 1 8 United States Code § 2252 A, Transporting or Shipping Material 
Involving Child Pornography carries a minimum sentence of 5 years 
imprisonment and a maximum sentence of 20 years imprisonment. 
B. Pursuant to 1 8 United States Code § 2252A(b)(2), Possession of Material 
Involving Child Pornography carries a maximum sentence of 10 years 
imprisonment. 
IV. FACTUAL PROFFER IN SUPPORT OF GUILTY PLEA : 

If this case were to go to trial, the governments evidence would establish the following 
beyond a reasonable doubt; 

On January 25, 2006, United States Attorney's Office Criminal Investigator John Marsh 
was attending a class in Dulles, Virginia, titled "Safety Net: Multi-Disciplinary Investigation and 
Prosecution of Computer-Facilitated Child Sexual Exploitation." Part of the class consisted pf 
Marsh communicating with individuals in "Yahoo Messenger." To do this, Marsh created a 
profile in the Yahoo Messenger address book, portraying himself to be a 15 year-old boy using a 
screen name of "youngyflyerboy." Marsh communicated with individuals in this online "chat" 
using instant text messages (IM). 

During one of these conversations, Marsh engaged in an IM conversation with an 
individual who used the screen name '*xdbiiiiiiiiiiiiiiitiiiiiiiiiiiii/* Marsh then received an email 
from an individual 'using the screen name "dick face." The sender's IM dialogue with Marsh 
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revealed that "dick face" and "xdbiiiiiiiiiiiiiiiiiiiiiiiiiiiii," were the same peison. The IM.dialague 
then switched to the screen name, "dick face," within the same ongoing chat The IP address 
from which the January 25, 2006 email was sent belonged to subscriber David Webb, withjan 
address of 1 17 Grant Street, Elkins, West Virginia. 

Webb, while using the "dick face" handle, indicated he would like to meet the 
"youngyflyerboy" and requested a phone number. Marsh responded that he could not take 
incoming calls due to a restriction placed by "youngyflyerboy 's v parents. Webb then gave Marsh 
the telephone number (304) 636-5938. On January 25, 2006, Marsh called the telephone number 
supplied. Webb answered the phone, and identified himself as a 37 year-old who lived in Elkins, 
West Virginia, 

During the January 25, 2006 IM conversation, Webb asked Marsh if he was 15 years of . 
age, indicating that Webb had looked at the "youngyflyerboy" profile in the Yahoo Messenger 
Address Book. Marsh informed Webb that he was actually 14 years old. The conversation 
quickly turned to sex and pictures. Webb then sent Marsh a series of nine images over the 
internet portraying naked yoimg males. Some ofthe pictures depicted these young males 
engaged in sexually explicit conduct. Webb sent these injages from his home, at 117 Grant 
Street, Elkins, West Virginia, to Marsh in Dulles, Virginia. 

The images received from Webb on January 25, 2006, were taken to the National Center 
for Missing and Exploited Children (NCMEC), where they were compared with NCMEC's Child 
Recognition & Identification System (CRIS). The analysis resulted in one of the images being 
identified as a known minor, (i.e. under age 18), This image bears the file name: /!!!!![Preteen 
Boys} - cum ozzing out of his tight youjag ho!e(l).jpg. This image depicts an older man's ; 
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hands around the bent over buttocks of a young white male minor with the minor's anus visible 
and a white cream dripping from it. 

On February 15, 2006, United States Attorneys Office Criminal Investigator John Regan 
assumed the c Voungyflyerboy" profile. On that day Webb engaged in further IM conversation 
with * t youngyflyerboy. v During that M conversation Webb electronically sent three pictures of 
what appeared to be a male masturbating and ejaculating. During the same IM conversation, 
Webb described a variety of lewd sex acts he would like to engage in with '^ungyfliyeiboy." 
Regan conducted this IM conversation from a secure computer in the District of Columbia, and 
was sent the above-described pictures while in the District of Columbia. Webb sent these images 
from his home at 1 17 Grant Street, EUrins, West Virginia. 

On February 1 & 2006, Regan went online again posing as "yonngyflyerboy." Webb 
engaged 'VQungyflyerboy" in further IM conversation. During this IM conversation, Webb sent 
i4 youngyflyerboy" over seventy pictures. Some of those pictures depicted young males engaged 
" in sexually explicit conduct. During the M conversation, Webb again described a variety of 
lewd sex acts he would like to engage in with "youngyflyerboy." Regan conducted this IM 
conversation from a secure computer in the District of Columbia and was sent the above- 
described pictures while in the District of Columbia. Webb sent these images from his home at 
1 17 Grant Street, Elkins, West Virginia. 

The images received from Webb on February 1 6, 2006 ? were taken to NCMEC, where 
they were compared with NCMEC's CRKL Eight images were identified as those of known 
minor victims of child abuse. These images and their description are as follows: /021 606/2 
young boys 15yr jacking.jpg: this image depicts two white male minors rubbing their penises in 
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unison while laying on their backs; /021606/3 preteen bo}» with dildo.jpg: this image depicts a 
white male minor with genitals exposed atop a second white male minor with a third white male 
minor inserting a dildo into the first minor's amis; /021606/2_2JPreteen Boys 08 (l).jpg? 
/2_2_Preteeu Boys 08 (l).jpg; /G21606/2_2_Preteett Boys G&jpg; /2_2_Preteen Boys Gfcjpg; 

this series of four photos depicts a white male minor providing fellatio to another white male 
minor; /02l606/[gay pictj (preteen) (/v/i/ A ) Preteen Nude Boys cum for pic jpg; /[gay pict] 
(preteen) (/v/j/ A )Preteen Nude Boys cum for pic.jpg: this series of two photos depicts two 
white male minors on their backs with their genitals exposed. 

On February 1 9, 2006, Regan went online under the profile "youngyflyerboy' ■ again] and 
again engaged with Webb bx further IM conversation. During this conversation, Webb sent 
"youngyflyerboy" approximately 1 7 pictures. Some of those pictures depicted young m<ales 
engaged in sexually explicit conduct. Regan conducted this IM conversation from a secure 
computer in the District of Columbia and was sent the above-described pictures while in the 
District of Columbia. Webb sent these images from his home at 117 Grant Street, Elkins, West 
Virginia. * 

On February 22, 2006, Investigators Regan and Marsh, along with other members of the 
United States Attorney's Office Criminal Investigation Unit, West Virginia State Police Officers, 
and an agent from the Federal Bureau of Investigation executed a search warrant at 117 Grant 
Street, Ellrins, West Virginia. During the execution of that warrant, Investigator Marsh located 
computers and storage media in Webb's bedroom which contained over 500 images of child 
pornography, including several videos and/or video clips. This computer station consisted of two 
computers, and was located hi Webb's bedroom. It was the only operable computer station in 
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1 1 7 Grant Street, Elkins, West Virginia. 

The images found on Webb's computer and hard drives on February 22, 2006, were taken 
to NCMEC, where they were compared with NCMEC's CRIS. Ninety-six images were 
identified as those of known niinor victims of child abuse. Furthermore, one video file was 
identified as containing known minor victims of child abuse. 

On February 22, 2006, United States Attorney's Office Criminal Layestigatoi's David 
Reid and Christopher Brpphy interviewed David Webb. Webb admitted ownership of the 
computers and the storage media, found in his bedroom, and stated that he uses a password to 
access the computer, and that no one else uses the computer. Webb told the investigators that he 
used the screen name "xdbiiiiiiiiiiiiiiiiiiiiiiiiiiiii" to communicate with "youngyflyerboy." Webb 
also admitted that on at least two occasions he sent batches of images to "youngyflyerboy" which 
contained images of young children and adults. He stated that he has. been downloading such 
images for years, and that he has: thousands of such images saved on his hard drives. Webb also 
told investigators that he used the internet to communicate.with other juvenile males, and he 
characterized himself as a counselor to the juveniles' in regards to their questions of sexuality. 
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. Limited Nature of Proffer 
This proffer of evidence is not intended to constitute a complete statement of all facts 
known by David Webb or the government, but is instead a minimum statement of facts intended 
to provide the necessary factual predicate for the guilty plea. The facts either were provided by 
Webb or were otherwise- known to the government The limited purpose of this prpffer is to 
demonstrate that there exists a sufficient legal basis for Webb's plea of guilty. 

. Respectfully submitted, 

KENNETH U WAINSTEIN 
United States Attorney 
Bar Na^45 1058 




Catherine K. Connelly 
Assistant United States Attorney 
555 4th Street, N.W, 
Washington, DC 20001 




DEFENDANTS ACCEPTANCE 

I have read the above proffer and have discussed it with my attorney, David Bos, Enquire. 
I fully understand the proffer and agree to it without reservation, I do this voluntarily and of my 
own free will. No threats have been made to me nor am I under the influence of anything that 
could impede iny ability to understand this proffer fully. I am pleading guilty because I am in fact 
guilty of the offenses describe above. 



Date: £ l£ 6& 



^z/^cjK 



David Webb 
Defendant 



